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PREFACE
Digital technologies now shape nearly every aspect of civic, social, economic, and political life. 

They influence how people access information, participate in democratic processes, build 

communities, and exercise their fundamental rights. As Africa’s digital landscape expands driven by 

increased connectivity, mobile innovation, and emerging technologies so too do the risks and 

inequalities that affect how individuals experience these rights. Internet shutdowns, unlawful 

surveillance, online gender-based violence, discriminatory data practices, harmful content 

regulation, and the exclusion of marginalized communities continue to narrow civic space and 

challenge the exercise of freedom of expression, privacy, association, and access to information.

This Digital Rights Toolkit has been developed in response to these evolving realities. It is designed 

as a practical and accessible resource for legal professionals, civil society organizations, journalists, 

policymakers, grassroots advocates, and members of the general public who seek to understand and 

engage with digital rights in meaningful ways. The toolkit simplifies complex concepts, clarifies 

legal frameworks, and provides real-world case studies, advocacy strategies, and tools for 

community engagement. It aims to strengthen digital literacy, improve evidence-based advocacy, 

and enable users to navigate the intersection of human rights and technology with confidence.

At its core, this toolkit is grounded in the belief that digital rights are human rights. It affirms that 

people should be free to communicate, organize, innovate, and participate in public life without fear 

of repression, discrimination, or technological harm. It also recognizes that an inclusive digital 

future is possible only when all groups, including women and girls, people with disabilities, rural 

communities, linguistic minorities, and young people, are able to access and benefit from digital 

spaces safely and equitably.

By equipping advocates with knowledge, strategies, and practical tools, this toolkit seeks to 

contribute to a broader movement committed to protecting and expanding civic space in the digital 

age. It invites users to challenge restrictive policies, advance rights-respecting governance, and 

promote a digital environment where freedom, dignity, and inclusion are upheld for all.

Mojirayo Ogunlana

Executive Director, Digicivic Initiative 
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SECTION 

01 INTRODUCTION
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:

Ensure the security and safety of activists, both online and offline.



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 36

SECTION 

06 INCLUSIVE POLICY 
FRAMEWORKS



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 37



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 38



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 39

SECTION 

07 PRACTICAL 
ADVOCACY 
STRATEGIES



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 40



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 41



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 42

SECTION 

08 CASE STUDIES



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 43



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 44



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 45



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 46



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 47

SECTION 

09 TOOLS AND 
RESOURCES



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 48



DIGITAL RIGHTS TOOLKIT FOR LEGAL PROFESSIONALS, CIVIL SOCIETY ACTORS, GRASSROOTS ADVOCATES, AND THE GENERAL PUBLICPAGE 49

To reduce the risk of surveillance, hacking, or harassment:
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Digicivic InitiativesDigicivicinitiatives@gmail.com

Digicivic initiative is a public interest driven 

non-governmental human rights organization 

that expands the frontiers of digital rights and civic 

participation in Africa. It is established to organize 

Public Interest actions, Strategic Litigation, 

Training and Advocacy for the promotion and 

preservation of digital rights and the civic space. 

Digicivic Initiative provides legal support for different 

groups, ranging from journalists, bloggers, independent

media, human rights defenders, rights activists, and 

the public in cases involving privacy, data

protection, digital assets, freedom of expression,

association and assembly (online and offline), 

cyber harassment and all other digital

rights abuses, while ensuring that citizens can 

freely access information, engage in public

discourse and debate, meet and organize, build 

cohesion beyond politics and elections to

ensure that governments are responsive 

and accountable.

Building Strong Societies
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